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Overview

This high performance core from Helion is intended exclusively for use in Actel FPGA, and implements
both the SHA-1 and SHA-256 secure hash algorithms to NIST FIPS Publication 180-2.

Both hash algorithms take as input a message of arbitrary length, process the message in 512-bit blocks,
and produce as output either a 160-bit (SHA-1) or 256-bit (SHA-256) message digest. They are intended
for digital signature applications, where a large file must be compressed in a secure manner before being
encrypted.

Applications include hardware implementations of the Internet standard HMAC (RFC 2104) used in the
IPsec and SSL protocols, and in digital signature applications where a hash function is used to generate
and verify signatures for data integrity and origin authentication .
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Functional Description

The Helion dual hash core implements two commonly used secure hash algorithms, sharing common resources to achieve dual-
mode support whilst using fewer logic resources than two individual solutions. Both hash functions process an arbitrary length input
message by operating on successive 512-bit blocks of data, producing as output either a 160-bit (SHA-1) or 256-bit

(SHA-256) message digest.

The core contains an internal 16x32-bit block store which may be loaded with message data under the control of external logic or a
microprocessor, when the core indicates it is ready. Once the block store is full the core indicates it is busy and executes the hash
algorithm; on completion the core indicates it is ready to accept a further message block. The external logic is responsible for
informing the core when the last message word is available at the data inputs and the location of the last message byte within the
last word. This allows the core to calculate the exact message length and append message padding accordingly. When the last
message block has been processed the core outputs the resulting digest of the message and indicates its validity to the external
logic.

Optionally, whilst loading the first message word, the external logic may also load customised initial values into the core. This allows
pre-computed initial values to be used for efficient implementation of a Hash-based Message Authentication Code (HMAC); loading
of these incurs no throughput penalty since they have their own dedicated input port. In addition, the internal hash state can be
made accessible, so that it may be stored externally and subsequently re-instated; this may be a useful option where fragmented
messages are being hashed.

Core Performance and Resource Requirements

Helion also has a long history in high-end FPGA design, and we therefore take our FPGA implementations very
seriously indeed. Our cores have been designed from the ground up to be highly optimal in Actel FPGA technology;
they are not simply based on a synthesised generic ASIC design like much of the competition.

The Helion Fast SHA-1/SHA-256 core makes use of Actel-specific architectural features in order to achieve high
performance and efficient logic resource utilisation. It is available for any of the current families including Axcelerator
and ProASIC3.

Example performance and logic utilisation figures are shown below, targeting Actel Axcelerator and ProASIC3
devices. Obviously, different device families will yield different performance results; we would be pleased to provide
details specific to your own applications on request. Note: the figures below are for the most popular version of the
core, without the state unload/reload capability.

ProASIC3-2—— ——AXcelerator-2——
7126 Til 1274 R-cells
resource iles 2275 C-cells
8 RAMs 4 RAMs
max clock 57 MHz 78 MHz
throughput
SHA-1 356 Mbps 487 Mbps
SHA-256 442 Mbps 605 Mbps

The logic utilisation figures above assume that FPGA RAM resource is available for the SHA-1/SHA-256 core. This will
not always be the case for some applications, so Helion also has a variant of the core which does not require RAM
resource for which utilisation figures are available upon request.

More Information

For more detailed information on this or any of our other products and services, please contact Helion and we will be
pleased to discuss how we can assist with your individual requirements.
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